M,

MANILA ELECTRIC COMPANY (MERALCO)
Ortigas Center, Brgy. Ugong, Pasig City

REQUEST FOR INFORMATION

(SCM RFI NO. IP0125-0387-1)
THREAT INTELLIGENCE PLATFORM (TIP)

MERALCO intends to transition its threat intelligence processes to a more automated and integrated setup by utilizing a
combination of on-premises, cloud, or hybrid infrastructure. To this end, MERALCO invites interested vendors to provide
general information regarding the potential requirement for Threat Intelligence Platform (TIP) solutions in the market
that meet the required purpose of strengthening and streamlining threat intelligence processes across the organization,
as well as assess the accessibility of vendors in case of a possible procurement.

DETAILS

Threat Intelligence Platform (TIP) will provide a comprehensive framework to aggregate threat data, facilitate
incident response, and automate Indicators of Compromise (loC) blocking and dissemination via email. The
functionalities of the TIP platform should align with MERALCO's strategic objectives, focusing on improving
security posture through advanced analytics and integrating with existing security tools.

The solution should have the following basic functionalities:

Threat Intelligence Life Cycle Management

Indicators of Compromise (IOC) Management/Repository
Threat Data Integration

Automated Threat Response Workflows

Policy and Rule Management

Threat Data Enrichment and Contextualization

Threat Intelligence Sharing

Auditing and Compliance Reporting

Analytics and Visualization

Ease of Deployment

Delivery Model (On-Premises, Cloud, Hybrid)

Integration with Existing Security Tools

End-User Self-Service Capabilities for Threat Reporting
User Management for Security Analysts

Authentication and Access Controls for Intelligence Data
Integration with Privileged Access Management (PAM)
Integration with IT Service Management (ITSM) Tools
Risk Management and Assessment Capabilities

CALENDAR OF ACTIVITIES:

ACTIVITY DATE TIME
Submission of Letter of Intent January 28 — February 05, 2025 | Until 11:59 PM of February 05, 2025
Submission of Non-Disclosure Agreement February 05 - 10, 2025 Until 11:59 PM of February 10, 2025
Release of RFI documents to Vendors February 17, 2025 Until 11:59 PM of February 17, 2025

Interested vendors are requested to submit the following:
o Certificate of Authorized Distributorship or Authorized Reseller Certificate (for Local Partners)
e Letter of Intent to participate in the Request for Information

Supplemental Information:

o This RFl is non-binding and does not constitute a commitment to acquire the vendor’s products or services.

e Vendors shall shoulder all costs associated in the preparation of their responses (e.g., preparation of budgetary
quotation, conduct of Proof of Concept/ Product Demo, among others).

¢ Responses received are to be used solely for informational and benchmarking purposes only.
¢ Documents or information provided with the responses shall become property of MERALCO.
¢ No bid fees are to be imposed in relation to this RFI.

o Non-Disclosure Agreement (NDA) is required prior the release of RFI document, and confidential data to the
vendors.

MERALCO reserves the right to:
1. Issue an addendum to the RFI at any time as a result of questions, change in submission schedule, or other
matters; and
2. To cancel or reissue the RFI on a reasonable basis.

Submitted Letter of Intent (LOI) should be in portable document format (PDF) with the required supporting documents,
to be sent via email to Ms. Christy Benig (group.category.mgmt.ict@meralco.com.ph) not later than 11:59PM, February
5, 2025. For inquiries or clarifications prior to the submission deadline, respondents may communicate directly to the
assigned buyer.

(sgd.)
GLEN N. SAN PEDRO
Head, Supply Chain Management

MERALCO employs strict cybersecurity controls. Kindly refer to the following link for the Vendor Cybersecurity Advisory:
https://company.meralco.com.ph/news-and-advisories/supply-chain-management-invitations-bid
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